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INTERNET, NETWORK, & EMAIL ACCEPTABLE USE

The Internet is the major global network for education, research, public services,
business and information exchange. In its present form, which is constantly evolving, the
Internet is a collection of countless computer files from all over the world. School districts that
provide access to the Internet believe the benefits of providing such availability far outweigh
the concern that network users may see some inappropriate material. The Internet provides a
wealth of up-to-date information unavailable by any other medium, and can enrich the quality
of education that is provided to the students and staff of the School District of Brodhead.
Although the District does not have control over the information contained on
computer networks like the Internet, it can provide policy guidance regarding how such
networks are to be accessed and used within the schools. The District is taking precautions to
restrict availability to certain inappropriate materials; however, on a global network it is
impossible to control all materials and a user may discover questionable information. The
District shall maintain an Internet filtering measure that blocks access to the three categories
of visual depictions specified by CIPA (Children’s Internet Protection Act, 2001) – obscene, child
pornography, and material that is deemed harmful to minors.
Each school within the District will have some unique rules and guidelines for Internet
and Email access, due to the equipment available and the maturity of the students. Use of the
Internet and Email is a privilege, not a right; access entails responsibility. Users abusing this
privilege will lose access privileges along with other consequences deemed appropriate. Due
process rights and appeals will apply in these situations. Students are advised never to access,
keep, or send anything that they would not want their teachers or parents to see. All
provisions of this policy are subordinate to local, state and federal statute. Parents may
request the termination of their children’s individual accounts at any time.
Communication over the networks should not be considered private. Network
supervision and maintenance will require review and inspection of directories or messages.
The District will not be responsible for the accuracy or quality of the information obtained
through or stored on the system. School computers are the property of the School District of
Brodhead. At no time does the District relinquish its exclusive control of computers provided
for the convenience of the students and staff. The District reserves the right to inspect and
review the computer files, if it has reasonable cause to suspect that someone is using the
computer for illicit or illegal purposes or for purposes in violation of this District policy or
building rules. School authorities may conduct such inspections when they deem it necessary,
without notice, without consent, and without a search warrant.
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The following are general rules and procedures for using the Internet, Email and
computer communication services. As noted above, individual buildings may have additional
rules. The District reserves the right to modify or add to these rules, as needed, to address
unforeseen problems or emerging trends. Violations of the following rules will be reported to
the building principal by staff.
1. Student use of the Internet, Email or other similar services can only be done with
permission of the staff member in charge or a supervising teacher.
2. Users will abide by all rules of etiquette associated with the use of the Internet and
Email. Such conduct would include, but is not limited to, the placing of unlawful
information on or through the computer system and accessing another person’s files or
Email. Use of appropriate language is expected. No swearing or use of vulgarities or any
other abusive language is allowed. Use of the Internet or Email to harm or harass others
is not acceptable, and any use of the Internet or Email to facilitate illegal activity is
prohibited.
3. Passwords are the property of the user and the system administrator. Any activity
related to a specific account use is the responsibility of the owner of the account. Any
suspected compromise of passwords should be reported to the system administrator
immediately. The system administrator may suspend or revoke use of a network
account in the event these rules are violated.
4. A user exercising his/her privilege to use technology as an educational resource also
accepts the responsibility for all material received over the Internet/network. Students
are not allowed to download or upload files without staff permission, nor use their
account to obtain, view, download, or otherwise gain access to potentially
objectionable materials. File size and time needed for downloading must be assessed
and the staff member in attendance must be advised of any downloads as they take up
space on the hard drive. The student’s network account provides for personal storage
space on the District resources, which may be treated as a student locker and should be
cleared periodically. All students will be advised verbally and on a signed acceptable
Internet use agreement that they should have no expectation of privacy regarding
digital information stored on District technology equipment.
5. While online, users will not reveal their personal address, phone number, social security
number or any other personal information about themselves or those of any other
person. If this rule is violated, building principals will contact the network administrator
who will then disable the user’s Internet access privileges for a period to be determined
by the Building Administrator.
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6. Users are responsible for the ethical and educational use of their own Internet and
Email accounts. These accounts are to be used only by the authorized owner of the
account for the authorized purpose. Users shall not intentionally seek information on,
obtain copies of, or modify files, data, or passwords belonging to other users on the
network without their permission. No use of the network shall serve to disrupt the use
of the network by others. Hardware and/or software shall not be destroyed or abused
in any way.
7. To insure copyright protection, all communication and information accessible via the
Internet or Email should be assumed to be the private property of the copyright owner
and shall not be copied or used by others without permission of the owner of the
information. Instructors will enforce and reiterate the importance of citing references
used by students when completing research assignments. Commercial software is
placed on the computer for the use and convenience of students and staff. Any
unlawful use such as copying of copyrighted material without the express written
permission of the owner or the proper license is prohibited.
8. Use of the Internet and Email to access or attempt to access obscene, pornographic, or
inappropriate materials or language (as determined by the attending staff member), in
either public or private files or messages, is prohibited. School officials will apply the
same criterion of educational suitability used for other educational resources when
providing access to the Internet.
9. Any use of the Internet or Email for commercial or for-profit purposes is prohibited,
including product endorsement. This also includes buying, selling or bartering, including
the use of credit cards. The District will not be responsible for unauthorized financial
obligations resulting from unauthorized use of the system.
10. Chat rooms and blogs are “off-limits” without the supervision of a teacher or staff
member. Users will not download or use instant messaging software on any computer
or hand-held device in the school.
11. Users will report known violations of the rules to appropriate staff members.
12. Because of the potentially large number of individuals who might need to use the
computers for Internet, Email, and personal productivity, student access may be limited
to a specified time, as provided by the instructor(s) and/or Administration. Users will
log off the system after use, or notify the staff member that they are finished, to
provide others access to the system. The District’s Internet, Email and network access is
provided primarily for educational purposes under the direction of District staff. Noneducational use may be limited at any time by District staff. It is recommended that
Email communication be brief, accurate, and contain descriptive subject lines.
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13. The Director of Technology shall be responsible for overseeing the use of the District’s
Internet, Email and other network accounts. No guest accounts will be granted on the
network. Individuals needing temporary access will be given a typical user account with
a set expiration period deemed appropriate by the network administrator.
14. Any unauthorized deliberate action which damages or disrupts a computing system
(including the willful introduction of computer “viruses” or other disruptive/destructive
programs), alters its normal performance, or causes it to malfunction is prohibited.
Intentional attempts to “crash” network systems or programs are punishable
disciplinary offenses.
15. The District does not warrant that the functions of the system will meet any specific
requirements you may have, or that it will be error-free or uninterrupted; nor shall it be
liable for any direct or indirect, incidental, or consequential damages (including lost
data, information, or profits) sustained or incurred in connection with the use,
operation, or inability to use the system. Further, even though the District may use
technical or manual means to regulate access and information, these methods do not
provide a foolproof means for enforcing the provisions of this policy.
16. Any student wishing to use the Internet, Email or other school networks must have on
file in the school office a parental-signed Internet/Email/Network Acceptable Use
Agreement (see Appendix).
17. All forms of harassment over the Internet, commonly referred to as cyber bullying, are
unacceptable and viewed as a violation of this policy and the District’s acceptable use
policy and procedures. Users are responsible for the appropriateness of the material
they transmit over the system. Hate mail, harassment, discriminatory remarks, or other
antisocial behaviors are expressly prohibited. Students, parents and community
members who believe they or someone else has been the victim of such misuses of
technology, should not erase the offending material from the system. A copy of the
material should be printed and brought to the attention of the building principal,
guidance counselor, teacher, or the Technology Coordinator. The administration shall
fully investigate all reports of cyber bullying.
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18. The District acknowledges that no blocking or filtering mechanism is capable of
stopping all inappropriate content all of the time. Therefore, students are not to use
the District’s Internet access without supervision by a staff member. It is the
responsibility of the staff to make best efforts to guide and to monitor students in the
effective and appropriate use of the District’s computer system. This includes, but is not
limited to:
•

Teaching students how to find educationally appropriate electronic materials.

•

Teaching students how to judge the educational suitability of electronic
materials.

•

Teaching students information literacy skills, including understanding of safety,
copyright, and data privacy.

•

Teaching students proper safety and security procedures when using electronic
mail, chat rooms, social networking sites and other forms of direct electronic
communication.

•

Teaching students about harassment (cyber bullying) over the Internet via chat,
email, or other social networking technologies.

LEGAL REF:

Adopted:
Last Revision:
Last Review:

WI. ST. 118.258, 995.55
Federal Children’s Internet Protection Act

January 8, 1997
February 27, 2017
February 27, 2017
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SCHOOL DISTRICT of BRODHEAD
INTERNET and EMAIL USE AGREEMENT

Appendix to Policy IJNDI

(Signed copy must be on file in school office prior to Internet or Network computer use)
Our School District believes the Internet provides a wealth of information often unavailable by any other medium and
can enrich the quality of education we provide, outweighing the concern that network users may see some
inappropriate material. In providing this access, we take precautions to restrict availability of inappropriate materials;
however, on a global network it is impossible to control all materials and a user may discover questionable information.
Internet access is a privilege, not a right; thus, there are rules and restrictions in place to protect both the user and the
network. Violation of these rules will result in loss of Internet privileges, and possibly other consequences. All laws
governing Internet usage also apply, as do due process rights in handling any violations.
Communication over the networks should not be considered private. Network supervision and maintenance, or
disciplinary investigations, may require inspection of devices, directories or messages. At no time does the District
relinquish its exclusive control of school computers provided for the convenience of the students and staff. The District
reserves the right to inspect and review computer files or devices, if it has reasonable suspicion that someone is using
the computer in violation of District policy, building rules or the law. School authorities may conduct such inspections
when they deem it necessary, without notice, without consent, and without a search warrant. Submission of this form
and/or use of the school networks constitute agreement to these terms of usage.
The following are general rules and restrictions for using the Internet, Email and computer networks:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.

Student use of the Internet can be done only with permission of a supervising staff member.
Users will follow all Internet/Email etiquette protocols, including but not limited to: no profanity or abusive
language, no harassment of others, no illegal activities, and no use of other persons’ accounts or files.
All activity related to a specific account is the responsibility of the owner. Passwords must not be shared with
others. If you suspect someone has your password, report it immediately to the Principal.
Students must not download or upload files without staff permission, nor use their account to obtain, view,
download, or otherwise access objectionable materials. The student’s network account provides personal
storage on the District servers, which may be treated as a student locker and should be cleared periodically.
While online, users will not reveal their personal address, phone number, social security number or any other
personal information about themselves or any other person.
No use of the network shall serve to disrupt its use by others. Hardware and/or software shall not be modified,
destroyed or abused in any way. Deletion, examination, copying, or modification of files and/or data belonging
to other users without their prior consent is prohibited.
All copyright laws must be strictly adhered to. Any unlawful use such as copying of copyrighted material
without the express written permission of the owner or the proper license is prohibited.
Use of the Internet or Email to access or attempt to access obscene, pornographic, or inappropriate materials
or language (as determined by the attending staff member or Principal), in either public or private files or
messages, is prohibited.
Use of the Internet or Email for commercial purposes is prohibited, and we will not be responsible for
unauthorized financial obligations resulting from this unauthorized use. This includes buying, selling, bartering,
the use of credit cards, or product endorsements.
Chat rooms and blogs are “off-limits” without the direct supervision of a staff member. Users will not download
or use instant messaging software on any computer in the school.
Users will report known violations of the rules, by themselves or others, to appropriate staff members.
The District’s network systems are provided primarily for educational purposes under the direction of District
staff. Student access may be limited occasionally at specific times, as provided by the instructor(s) and/or
administration.
The Director of Technology shall oversee and manage the District’s Internet and network systems.
Any unauthorized deliberate action which damages or disrupts a computing system (including the willful
introduction of computer “viruses” or similar programs), alters its normal performance, or causes it to
malfunction is prohibited and considered punishable disciplinary offenses.

15. The District does not warrant that the functions of the system will meet any specific requirements you may
have, or that it will be error-free or uninterrupted; nor shall it be liable for any direct or indirect, incidental, or
consequential damages (including lost data, information, or profits) sustained or incurred in connection with
the use, operation, or inability to use the system.
16. All forms of harassment over the Internet or networks, commonly referred to as cyber bullying, are
unacceptable and a violation of this policy and school rules. Users are responsible for the appropriateness of
the material they transmit. Hate mail, harassment, discriminatory remarks, or other antisocial behaviors are
expressly prohibited. Individuals who believe they or someone else has been the victim of such misuses of
technology, should save the offending material; then, print a copy of the material and bring it to the building
principal, guidance counselor, teacher, or Technology Coordinator. The Administration will fully investigate all
reports of bullying or harassment.
Special provisions for access via Privately-Owned Devices:
The District will provide wireless Internet access to students’ personal devices in the high school and middle school.
These devices include laptops, netbooks, tablets, iPods or iPads, cell and smartphones, etc.
a. All policy provisions above also apply to personal device usage.
b. No user/device may connect to school networks unless a signed acceptable use policy is on file.
c. Personal devices must connect wirelessly, and may not be connected to the network via cable.
d. The District makes no guarantees regarding connectivity to the network, nor do District personnel provide
assistance or advice in setting up your device for connection. 802.11g or 802.11n protocols must be used.
e. Use of a private device to establish a peer-to-peer or ad hoc network or hotspot is expressly prohibited,
including wireless or online gaming.
f. No user may use their device to access Internet sites or content blocked by the school Internet filters.
g. No recording, transmitting or posting of photos or videos of any person on campus is allowed without the direct
permission of the supervising teacher or Principal.
h. The owner of the device is responsible for security of the device, and the only person authorized to use it. The
school is not responsible for loss or theft of the device, or damage to it. Because devices are attractive targets
for theft, we encourage registration of model and serial number (below); however, we cannot guarantee that
this will prevent or help solve thefts that may occur.
i. Use of the device on school grounds constitutes agreement that it is subject to search, in accordance with
applicable laws and policies, if school authorities suspect it has been used in violation of school rules or the law.
j. Violations of these policies will result in loss of privileges and/or other consequences, and may result in the
confiscation of the device until a parent comes to school to retrieve it.
k. Devices should be charged at home, not at school.
l. No school-owned software may be installed on personal devices.
It is important that both parent and student understand these responsibilities. Your signatures below indicate that you
have read and agree to the guidelines. A signed agreement is necessary before any account will be activated.
I have read, or have had read to me, and/or have
discussed this agreement with a parent, and agree to use
the network in an appropriate and responsible manner.

I have read and/or discussed the agreement with my
student and give the District permission to issue an
account to my student.

Student’s name (printed)

Parent’s name (printed)

Student’s signature

Date

For students bringing a personal network device:
Device brand and model

Parent’s signature

Date

(this section is optional --- see item h above)
Device Serial Number

The School District of Brodhead supports and respects each family’s decision whether or not to apply for student
access and whether to terminate or suspend that access.

